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Summary

Senior Information Security Analyst with 6+ years securing enterprise cloud environments across GCP, Azure, and
AWS. Expert in Zero-Trust architecture, PAM, supply chain hardening, and compliance automation (ISO 27001,
SOC 2, GDPR). Led 524-repo security audits, migrated 200+ cloud workloads, and managed compliance for
267-account enterprise environments. Proven leader of 20+ member cross-functional teams.

Professional Experience

Senior Information Security Analyst, Osmos 2025 – Present

Cloud Security, Governance & Compliance
Cloud Security & Compliance: Engineered GCP PAM entitlements as Terraform code and transitioned legacy VPN
to encrypted Tailscale Zero-Trust access. Led ISO 27001:2022 re-certification (zero major NCs) and SOC 2 Type II
audit lifecycle. Executed GDPR/CCPA audits and resolved 42 critical GCP SCC findings. Provisioned secure GCS
buckets (UBLA/PAP) and configured least-privilege IAM for cross-environment workloads.
SecOps & Automation: Automated security audits across 524+ repositories, enforced strict version pinning, and
integrated CI/CD security gates. Conducted offensive VAPT across web, mobile, and ad-serving platforms.
Deployed BIMI/VMC email authentication and neutralized phishing campaigns. Engineered LLM-powered TPRM
automation to auto-answer security questionnaires and modernized 54 governance policies. Migrated 267 Google
Workspace accounts and optimized 56 AI licenses.

Lead Systems Engineer, MAQ Software March 2025
Azure AD Global Administrator: managed Conditional Access, compliance settings, and privileged identity
workflows. Led ISO 27001 readiness and Zero Trust enforcement across Azure & M365. Automated access
governance and compliance reporting using Microsoft Purview, Power BI, and Graph API.

Senior Systems Engineer, MAQ Software March 2024 - March 2025
Migrated 200+ projects to Azure DevOps with CI/CD pipelines (15% efficiency gain, 20% cost reduction).
Configured secure Azure networking and automated provisioning via PowerShell & Graph API.

System Engineer, MAQ Software April 2021 - March 2024
Built secure hybrid infrastructure for 1500-person workforce across Azure & AWS; automated deployments with
Terraform/ARM; led 20+ member cross-location teams.

Certifications

Microsoft Certified: Information Security Administrator Associate (SC-401) April 2024
Microsoft Certified: Identity and Access Administrator (SC-300) April 2024
Microsoft Certified: Azure Network Engineer Associate (AZ-700) April 2024
Microsoft Certified: Azure Virtual Desktop Specialty (AZ-140) April 2024
Microsoft Certified: Azure Security Engineer Associate (AZ-500) December 2023
Microsoft 365 Certified: Security Administrator Associate (MS-500) December 2023
Microsoft Certified: Security Operations Analyst Associate (SC-200) December 2022
Microsoft Certified: Azure Administrator Associate (AZ-104) December 2021
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Skills

ISO 27001 / SOC 2 GCP IAM / PAM Terraform / IaC Microsoft Sentinel (SIEM)
GDPR / CCPA / DPDPA Entra ID (Azure AD) GitHub Actions CI/CD GCP Security Command

Center
VAPT / Incident Response RBAC / Conditional

Access
Python / Bash /
PowerShell

Power BI / KQL

TPRM / ISMS Zero-Trust Architecture Google Apps Script Azure Synapse /
Databricks

Supply Chain Hardening MDM (Intune / Hexnode) Power Automate / Graph
API

Cloud SQL / GKE / Cloud
Run

Projects

Supply Chain Security & Code Repository Audit 2026

Automated org-wide security audit across 524+ repositories; patched critical CVEs across 42 repos; enforced
version pinning; integrated CI/CD security dashboards.

GCP Zero-Trust Architecture & PAM Deployment 2025 – 2026
PAM entitlements as IaC, VPN-to-Tailscale migration, secure GCS provisioning (UBLA/PAP), least-privilege IAM
bindings, and SCC remediation.

Enterprise Compliance Automation Platform 2025 – 2026
LLM-powered multi-framework compliance monitoring (ISO/SOC2/GDPR); auto-answering questionnaires; 54
policies modernized using Gemini/Claude.

DevFlowBot — AI-Powered PR Agent 2025
Autonomous AI agent: email intake → code generation → QA → PR with human-in-the-loop approval gates and
context-aware refinement.

Education

B.Tech in Computer Science, Lovely Professional University, India 2016 - 2020
CGPA: 7.2 / 10

Higher Secondary Certificate (HSC), Dr. Babasaheb Ambedkar Jr College 2013 - 2014
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